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INTRODUCTION

The Payment Card Industry Data Security Standd@§SSand Payment Application Data Security StandardB&yefinea

set of requirements for the configuration, operation, and security of payment card transactions in your business. If you use
RezOvation GT to store, process, or transmit payment card infesmahese standards and this guide apply to you. Failure to
comply with these standards can result in significant fines should a security breachemcorore details about PCI DSS and PA
DSS, please see thdléwing links:

e PCI DS$itps://www.pcisecuritystandards.org/security standards/pci_dss.shtml
e PADSShttps://www.pcisecuritystandrds.org/security standards/pa_dss.shtml

This guide is updatedhenever there are changes in RezOvation GT which affe@®$Eland is also updatadnually to reflect
changes in RezOvation GT as well as the PCI standards. Please visit our website at
http://www.rezovation.com/rezovationgt/documentation.htnfor the latest version of this guide.

Note: this guide refers to RezOvation GT 5.0 or newléryou are using an older version of RezOvation GT, you should upgrade
your software to ensure that you aran compliance.
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SUMMARY OF PCI DSBQRUIREMENTS

The following summary provides a basic overview of the PCI DSS requirements, and how theyyapplptsiness and to the
RezOvation GT software. For further detail, please view the sectidtoanto Set Up RezOvation GT to Ensure Compliance

BUILD AND MAINTAINSECURE NETWORK

REQUIREMENT 1: IMET AND MAINTAIN ARBNVALL CONFIGURATIODN FROTECT CARDHOLDER
DATA

EWHAT THE REQUIREMEMK S

CANBglLtfta FNBS O2YLMzi SNI RS@PAO0Sa GKIG O2y G NRft O2YLlzi Smd G NI F
Y2NB aSyaArdAdS I NBI & oworl i firgwall exabdes hllnghRofk &raffis ghd I8adldg thdse tyarSinissions
that do not meet the specified security criteria.

All systems must be protected from unauthorized access from the Internet, whether entering the systecoramerce
employeeSinterneto 8 SR | 00S&aa G KNERdJzZIK RS anaifia2deds.cONah, seeRiNgty hsighifithnBpathdt 2 & S
to and from the Internet can provide unprotected pathways into key systems. Firewalls are a key protection mechanism for any
computer netwok.

HOW REZOVATION GTLHRE YOU MEET THEERWREMENTS

RezOvation GT is designed to opersgeurely in a network behina firewall, and works with all of the known firewall
applications.Please see oufirewallGuidefor more information about setting up your firewall to work with RezOvation GT.

%WHAT THIS MEANS FORU

You should install and maintain firewall software on any computers that you use for your busiessfirewal should be
O2y FAIdNBR (2 06ft201 dzyl dziK2NRAT SR GN}XFFAOOD tftSFasS asSsS &2dz
configuring your firewall.

REQUIREMENT 2O NOT USE VENDGSHPPLIED DEFAULT® BYSTEM PASSWORNB ATHER
SECURITY PARAMRE.

WHAT THREQUIREMENT SAYS

Hackers (external and internal to a company) often use vendor default passwords and other vendor default settings to
compromise systems. These passwords and settings are well known in hacker communities and easiigetketéa public
information.

HOW REZOVATION GTLHRE& YOU MEET THEERW®RREMENTS
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RezOvation GT allows you to create a unique user account and password for each user, make passwords required, and includes
options to set restrictions on user access.

EWHA'I_I'HIS MEANS FOR YOU

You should create unique usernames and passwords for both your Windows accounts and for RezOvation GT. You should use
complex passwordespecially for administrator accounts.

PROTECT CARDHOLDERAD

REQUIREMENT PRAECT STORHEIATA

WHAT THE REQUIREMEMI S

Encryption is a critical component of cardholder data protection. If an intruder circumvents other network security camdrols
gains access to encrypted data, without the proper cryptograkéis, the data is unreadable and unusable to that person.
Other effective methods of protecting stored data should be considered as potential risk mitigation opportunities. Foreexampl
methods for minimizing risk include not storing cardholder data urdésslutely necessaryruncating cardholder data if full

PAN is noheeded not sending RN in unencrypted -enails.

HOW REZOVATION GTLHRE YOU MEET THEERW®RREMENTS

RezOvation GT encrypts all credit card data that is stored in the database. Enckgytdor credit cards are automatically
changed once a yealf a credit card number (PAN) is included on any documents that can be printed or emailed (such as an
invoice or folio), then the PAN is always displayed masked.

EWHAT THIS MEANS FORU

You shald regularly change your passwords, especially for your administrator account, to ensure that your passwords cannot be
easily compromised. If you suspect that your passwords or database has been compromised, then you should immediately
change your passwds andmanually update the encryptiokeys You should never store credit card numbers or sensitive data

in data fields that are not specifically designed to store this data.

REQUIREMENT 4: ENERYWRANSMISSION OKRDHOLDER DATA AGRO@PEN, PUBLIC NERKS

WHAT THE REQUIREMEMI S

Sensitive information must be encrypted during transmission over networks that are easy and common for a hacker to jntercept
modify, and divert data while in transit.

HOW REZOVATION BELPS YOU MEET THESQUIREMENTS

RezOvation GT encrypts all data sent over Internet connections 8Sh@ncryption. This includes connections made for
processing credit cards.
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WHAT THIS MEANS FORU

If you are using a wireless network, you should enalire to set up your network properly using strong wireless security such as
WPA (WEP is not recommended). Please contact your wireless network vendor for more information about configuring your
wireless network.

MAINTAIN A VULNERABTY MANAGEMENT RRRAM

REQUIREMENT 5: USEDAREGULARLY UPDAMNH IVIRUS SOFTWARE ORBRAMS

WHAT THE REQUIREMEMI S

Many vulnerabilities and malicious viruses enter the network via employemsiieactivities. Antvirus software must be used
on all systems commonbBffected by viruses to protect systems from malicious software.

HOW REZOVATION GTLHRE YOU MEET THEERWREMENTS

RezOvation GT is compatible with antivirus, firewall,-aptiware, and antimalware software.

EWHAT THIS MEANS FORU

You should install ahmaintain antivirus software, firewall software, and any other security software which helps to protect your
computer. You should always make sure that this software is up to date, as security threats etemged new threats are
introducedregularly.

VREQUIREMENT 6: DEUPLAND MAINTAIN SERIEJSYSTEMS AND ABRRIIONS

WHAT THE REQUIREMEMI S

Unscrupulous individuals use security vulnerabilities to gain privileged access to systems. Many of these vulneralilites are
by vendorprovided security patchesAll systems must have the most recently released, appropriate software patches trprot
against exploitation by employees, external hackers, and viruses.

Note: Appropriate software patches are those patches that have been evaluated and tested sufficiently to determine that the
patches do not conflict with existing security configuragoRor irhouse developed applications, numerous vulnerabilities can
be avoided by using standard system development processes and secure coding techniques.

HOW REZOVATION GTLHRE& YOU MEET THEERW®RREMENTS

RezOvatiorGT is constantly tested for securfiyoblems and vulnerabilities throughout the development cycle, and also includes
an automatic update feature to regularly and quickly apply any necessary updates.

WHAT THIS MEANS FO8U
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You should keep your system up to date with software updates, operal/stem updates, and any other security patches. You
should also enable the auto update feature in RezOvation GT to ensure that you have the latest vEwiomore information,
please use the links below.

e Microsoft Windows Updates
e Enabling automatic updates in RezOvation GT
e Manually installing RezOvatidGT updates

IMPLEMENT STRONG ESGS CONTROL MEASURES

REQUIREMENT 7: REKTTRACCESS TO CARDBER DATA BY BUSISINEEETO-KNOW

EWHAT THE REQUIREMEMNN S

This requirement ensures critical data can only be accessed by authorized personnel.

EHOWREZOVATION GT HEXYP® MEET THESE RERBMENTS

RezOvation GT allows you to restrict access to financial reports and other sensitive financial data-oges pasis.

EWHAT THIS MEANS FORU

You should restrict access in RezOvation GT as needed, argtavije Administrator access to those who need access to
sensitive data.lf you do print financial reports or other documents containing sensitive data, you should shred those documents
if you no longer need them.

REQUIREMENT 8: ASISI& UNIQUE ID TO BAGERSON WITH COMERTACCESS.

WHAT THE REQUIREMEMI S

Assigning a unigue identification (ID) to each person with access ensures that actions taken on critical data and systems are
performed by, and can be traced to, known and authorized users.

%HOWREZOVATION GT HEXYP®) MEET THESE RERBEMENTS

RezOvatiorGT allows you to set up unique user accounts for each user.

WHAT THIS MEANS FORU

You should set up unique user accounts for each user of RezOvation GT, and not share user accounts. “éso setwlg
unique user accounts in Windows. Users should change their passwords at least every 90 days.

REQUIREMENT 9: REKTIRPHYSICAL ACCESSARDHOLDER DATA.
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WHAT THE REQUIREMEMI S

Any physical access to data or systems that house cardhotdamovides the opportunity for individuals to access devices or
data and to remove systems or hardcopies, and should be appropriately restricted.

HOW REZOVATION GTLHRE YOU MEET THEERWREMENTS

RezOvation GT allows you to keep your datalmasa phygally secure server, so that users only access RezOvation GT from
other computers on your network, not the computer where the database is stored.

EWHAT THIS MEANS FORU

Install RezOvation GT on a server or other computer that is in a physically sematienpand therfollow the network setup
instructionsto access RezOvation GT from other computers on your network.

REGULARLY MONITORDANEST NETWORKS

REQUIREMENT 10: TRA®ID MONITOR ALL ACSER NETWORK RESOERREND CARDHOLDER
DATA.

WHAT THE REQUIREMEMI S

Logging mechanisms and the ability to track user activities are critical. The presence of logs in all environments adiogls tho
tracking and analysis when sometgidoes go wrong. Determining the cause of a compromise is very difficult without system
activity logs.

HOW REZOVATION GTLHRE YOU MEET THEERWREMENTS

RezOvation GT logs application activity in the Windows application log.

WHAT THIS MEANS FORU

Review thewindows application and security logeriodically to see which users are accessing your system.

VREQUIREMENT 11: RE@BLY TEST SECUBIYSTEMS AND PROCKSSE

WHAT THE REQUIREMEMI S

Vulnerabilities are bieg discovered continually by hackers and researchers, and being introduced by new software. Systems,
processes, and custom software should be tested frequently to ensure security is maintained over time and with any changes in
software.

WHAT THIS MEANSHFJOU
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You should test your network connections (including wireless networks) periodically for vulnerabilities, and make userif netw
vulnerability scans at least quarterly to check for any problems. If you make any significant changes to your netwsréuld
also test for vulnerabilitiesPlease visihttps://www.pcisecuritystandards.orgor more information.

MAINTAIN AN INFORMKIN SECURITY POLICY

REQUIREMENT 12: MAININ A POLICY THADDRESSHNFORMATION SECURFOR EMPLOYEES
AND CONTRACTORS.

WHAT THE REQUIREMEMI S

A strong security policy sets the security tone for the whole company and informs employees what is expected of them. All
employees should be aware of the sensitivity of data Hredr responsibilities for protecting it.

HOW REZOVATION GTLHE YOU MEET THEERW®RREMENTS

RezOvation GT allows you to set user access levels and control who has access to your sensitive data.

EWHAT THIS MEANS FO®U
Review your security settings andtwork configuration at least once a year, or any time there is a change in your business or

employees. Employees that no longer work at your business should be restricted from accessing your netvediep©vation
GT software.
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HOW TO SET UP REZOV@AN GT TO ENSURE COVANCE

The following details how yomustset up your network and your RezOvation GT software in order to meet the compliance
requirements. Failure to follow the steps below could leave your network and software vulnerable to a sdmesdigh.

1. DO NOT RETAIN FULAGNETIC STRIPE OR'ZBATA.

HOWTO SET UREZOVATION @QDMEETTHE COMPLIANCE REREMENTS

No specific setup within RezOvation GT is requirdgezOvation GT does not store magnetic stripe data or (32¢Rrity code)

data, so if you are using RezOvation GT to process credit cards, then you are in comjlhaneou process a credit card

through RezOvation GT, you have the option of entering a CVV2 code if you are processing a card not present trangaation. If
enter the CVV2 number at this time, it is only used for processing, and is not stored.

WHAT YOU NEED TO DO MEET THE COMPLGENREQUIREMENTS

You should nevewrite down or otherwise store CVV2 dataFor example, you should not store CVV2 data in a gufitad in
RezOvation GT.

2. PROTECT STORED DATA.

HOWTO SET UREZOVATION @QDMEET THE COMPLIANREQUIREMENTS

RezOvation follows best practices with regards to protecting and storing sensitive .data

e RezOvation GT does not store magnetic stripe dediad validation codes or values, PIN numbers, or PIN block data.

e Stored data is protected usirencryption

e All data that is transmitted over the Internet is encrypted us8®).

e Credit card numbers amdisplayed masked in the software.

e |f a credit card numbeAN is included on any documents that can be printed or emailed (such as an invoice or folio),
then the PANis always displayed masked.

e Youshouldrestrict access to certain usese that they are not able to view credit card data.

e If you choose to use theutomatic backup featurethen sensitive data, such 8N is deleted for you automatically
from the backup data.

e Key management processes are not necessary beaayptographic keys are rotated automatically once per year. For
more information about key mnagement processeslick here

RezOvation GT also allows you to delete credit card data on agefined schedule Please follow the instructions below to
set the cralit card data delete parameters:

1. Open RezOvation GTdselect the Configuration icon, or select View > Configuration from the menu.
2. Go to the Property Settings section, and select the link for Payments and Cancellation Fees.
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3. Go to the Credit card delete settings section, and choose the appropriate option.

Credit card delete zettings

The last 4 digits and expiration date of a credit card are always stored, regardless of which settings wou
chooze. Refund: and voids do not require the full credit card number.

(%) Never delete credit cards
) Delete credit cards after charge is processed [if using GEMS)
() Delete credit cards daysz after charge iz recorded

() Delete credit cards davs after rezervation departure date

Whatever option you choose will determine howoth past and future credit card datés handled For example, if you
OK22aS GKS 2LJiAz2zy (2 a5StSGS ONBRAG OFNR& 1 REFE&&a | FdSN
ago will have the ass@ted credit cards deleted.

Note that in all cases, the last 4 digits and expiration date of the credit card are stored. In addition, the full caed numb

is never required for refunds or voids if you are using the QBMS system for processing credit card

WHAT YOU NEED TO DO MEET THE COMPLOANREQUIREMENTS

In order to meet the compliance requirements, you will need to observe the following:

Enterall necessary craédcard data in RezOvation GT rather than in unsecure locations.

Use the provided datéields in RezOvation GT to enter credit card data. Never enter credit card PAN, CVV2, or magnetic
stripe data in custom fields or other fields that are not specifically provided for credit card data.

Do not keep harar written copies of card data.

Do nd include card data in gnemails or other correspondence

Do not keep unneeded card datélse the data purge features in RezOvatiorr€@renced abovéo automatically

purge data after a specified period. We recommend using the option to purge datadiately after processing.

If you choose to manually back up your database, then you should also regularly delete or safely archive dafdbases.
recommend that you use owutomatic backup featurewhich purges credit data automatically.

If you suspect that your network has been breached or your database has been accessed by an unauthorized person, you can
change the encryption keys used to store credit card data.

REZOVATION GT-BP8S IMPLEMENTATION GUIBEW TO SET UP REZOVATION GT TO ENSURE COM 14


http://www.rezovationwiki.com/index.php?title=Automatic_Backups_in_RezOvation_GT

3. USE SECURE PASSWORDS

HOW TO SET UP REZODNON GT TO MEET TEBEGMPLINCE REQUIREMENTS

RezOvation GT supports enabling user login and passwdrdsadd a user and manage user access settings and passwords,
please do the following:

1. Click theConfigurationiconor selectView >Program Configuratiodrom the menu to displayhe Configuration
window.

2. ClickUsersin the Software Settings section.

Software Settings
Startup and Lodin

|l zers

Liztz And Oocupancy kap

Ernail

3. This will display the Add / Edit Users screen.

&) Users

ap Add o Edit € Delete

Login MHame
Adrminigtrator Adrinistrator
John John Adamz
Stella Stella Roberts
Al Alex Smith

Cloze
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4. Click theAdd button to add a new user.

€3 Add User

Lzes Information

First name:

Last name:

Login name:
Passyord;
Condirm passward:

Access to customer and reservation data
) Mo accass (%) Read and madify () Fead oy

Access to conhguration

) Mo access (%) Bead and madify

Access o PMS epots
Housekeeping Reservations  [+] Decupancy Summany
Payments [+] Gift Certificates  [+] Revenues Tawes

Access to data expont
[#] QuickBooks [+] Marketing [+] Backup Database

Credit card secunty oplor:
Wiew full credt cad rnumbers

[] Allowe refunds without referencing ansactions

| ok || Cancel |

5. Configure the following options:

e User Information Enter a first name, last name, logiame, and password.

e Set access levels for customer and reservation dsgéect "Read and modify" for full access, select "Read only
for limited access, or select "No access" to restrict all access.

e Set access levels to configuratioselect "Read and adify" for full access, or select "No access" to restrict all
access.

e Access to PMS reporselect the report sections that the user should have access to.

e Access to data exporiselectQuickBookdo provide access to the QuickBooks export, selidatketing to
provide access to the email or mail marketing list export, and s&lackup Databas& provide access to the
manual backup option.

e Credit card security settingselectView full credit card numbersf you wish to give the user the ability to
view credit cards attached to an invoice; selatdbw refunds without referencing transactions you wish to
give the user the ability to apply a refund to a credit card without requiring an originating transaction.

e Disablethe option forAllow refunds wthout referencing transactiongor allusers. Only the administrator
should be granted this permission.
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WHAT YOU NEED TO DO MEET THE COMPLENREQUIREMENTS

In order to meet the compliance requirements, you will need to observe the following:

e Do notusedefault administrative accounts for payment applicatior2 3Aya 6 Sd3I dX R 2 yeQ il QeazSdzyiik
to log in to).

e AAATAY A4SOdNB | dziKSYydAOFGA2y (2 GKS&aS RSTFrdzZ G | O02dzyia
accounts

e Do not use group, shared, or generic accounts and passwords.

e Change user passwords at least every 90 days.

e Require a minimum password length of at least seven characters.

e Use passwords containing both numeric and alphabetic characters.

e Do not allow an idividual to submit a new password that is the same as any of the last four passwords he or she has
used.

e Limit repeated access attempts by locking out the user ID after not more than six attempts.

e Set the lockout duration to thirty minutes or until admitietor enables the user ID.

e If a session has been idle for more than 15 minutes, require the userdnte the password to ractivate the
terminal.

e { S Qvindows password policiels dWindows account lockout policigs andéScreensaver and idle lockoéibelow for
instructions on how to configure Windows to comply with the PCI standards.

Windows password policies

Windows provides the ability to configure password policies. To access this configuration, go to Start > Control Panel >
Administrative Tools, and opdtocal Security PolicyExpandiccount Policyfrom the tree menu on the left, and clidkassword
Policy.

& Local Security Settings

File  Ackion  Wiew Help

& B e
@ Security Settings Palicy Security Setting
=8 Account Policies _ Edenforce password history 3 passwords remembered
Password Policy i @Maximum passward age 60 days
Account Lockout Policy @Minimum password age 0 days
Local Palicies
=08 @Minimum password length & characters

(2 Public key Palicies
[C software Restriction Policies
g 1P Security Policies on Local

@F‘asswnrd must meet complexity r,.,  Disabled
@Sture password using reversible e, Disabled
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Youwill need touse the following settings:

o Enforce password history: 4 passwords remembered
e  Maximum passworage: 90 days
e Minimum password age: 0 days
e Minimum password length: 7 characters
e Password must meet complexity requirements: Enabled
e  Store password using reversible encryption: Disabled
b20S GKIFIG atl a8d62NR Ydzald Mébiie the foNowihgSeeuirémientsNags 4l diin by sypSsgwipeds:
e Not contain the user's account name or parts of the user's full name that exceed two consecutive characters
e Be at least six characters in length
e Contain characters from three of the followgriour categories:
English uppercase characters (A through Z)
o English lowercase characters (a through z)
0 Base 10 digits (0 through 9)
o Nonalphabetic characters (for example, !, $, #, %)
e Complexity requirements are enforced when passwords are changed atedre

o

Windows account lockout policies

Windows provides the ability to configure account lockout policies. To access this configuration, go to Start > Comtrol Pane
Administrative Tools, and opdrocal Security PolicyExpandiccount Policyfrom the tree menu on the left, and clickccount
Lockout Policy

& Local Security Settings @ E][E|g|

File  Action  ‘Wiew  Help

& N
@ Securiby Settings Policy Security Setking
=@ Account Policies _ (2] sccount lackaut duration Mot Applicable

m Password Policy .C'.ccuunt lackaut threshald 0 irvalid logon atkempks

[C8 Account Lockout Policy
(8 Local Policies
(2 Public Key Policies
(2 software Restriction Policies
8, 1P Security Policies on Local

Reset account lockouk counker after Mot Applicable

Youwill need tomake thefollowing changes:
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e Account Lockout Duration: 30 (minutes)
e Account Lockout Threshold: 6 invalid login attempts
e Reset account lockout counter after: 30 (minutes)

Screensaver and idle lockout

Windows provides the ability to lock the computer after the computer has been idle for a period of time and when the
screensaver is active. To access this configuration-cigik on the Desktop and chooBeopertiesor sekct Start > Control
Panel >Display Select théscreen Saveab. Select a screen saver option (e.g. Windows XP), set the wait time, and check the

LA =

02E FT2NJ dahy NB&dzYSzZ LI &d462NR LINRP(GSOG¢ @ /[ fAO0] 'LLXe 2N hy

Themes || Desktop | Screen Saver | Appearance | Setings

s}

Screen saver

“Windows <P - [ Settings ] [ Preview
Wait:| 10 % | minutes [v] On resume, password pratect

I omitor power

To adjust monitar power getlings and zave energy,

click Power.

I QK H Cancel ][ Apply ]

4. LOG APPLICATION AAQTY.

VHOW TO SET UP REZODNON GT TO MEET TEEMPLIANCE REQUIRERNE

Logging is enableid RezOvation Gy default. RezOvation GT logs user and program activity to the Wisdapplication &
security logs.

To access th@&/indowslogs, go to Start €ontrol Panel > Administrative Tools and offement Viewer To view user login
activity and to track which accounts / users are accessing your system, Setaaityfrom the tree view on the left. To view
application activity, including activity foeROvation GT, selegpplicationfrom the tree view on the left.

VWHAT YOU NEED TO DO MEET THE COMPLOANREQUIREMENTS

Regularly review the Windows event logs, in particular the Security logs, to look for any suspicious or unauthorized activity
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5. PROECT WIRELESS TRANSSHVIDNS.

HOW TO SET UP REZONAN GT TO MEET TEEMPLIANCE REQUIRBNE
By design, RezOvation GT protects sensitive data that is sent over a wireless network.

e All data that is transmitted over the Internet is encrypted us8®j.
e Remote access to RezOvation GT requires the use of VPN or other secure tunneling software.

WHAT YOU NEED TO DO MEET THE COMPLCANREQUIREMENTS
In order to meet the compliance requirements, you must observe the following:

o If wireless nework is being used, a firewall must be used as wale recommend using both a hardware firewad
software firewall for maximum security. For laptops, a software firewall is highly recommended if you travel with the
laptop.

e WEP Wired equivalent prigcy) should not be used, as it is considered insecure and can easily be circumvented.

e Encryptall wirelesgransmissions by using WiFi protected access (WPA or WPA2) technology, IPSEC VPN, or SSL/TLS.

e (hange wireless vendor defaults, including but not limited to, default service set identifier (SSID), passwords, and SNMP
community strings. Disable SSID broadcasts.

¢ Installpersonal firewall software on any mobile and employmened computers with direatonnectivity to the
LYGSNYySG oF2NJ SEI YLX ST fFLIi2LJa dzaSR o0& SYLX2e8S8Sa0z KA

6. SECURE THE NETWORK.

VHOW TO SET UP REZODNON GT TO MEET TEEMPLIANCE REQUIRERNE

By design, RezOvation GT protects sensitata that is sent over a wireless network:

e All data that is transmitted over the Internet is encrypted us8®).
e Remote access to RezOvation GT requires the use of VPN or other secure tunneling software.
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WHAT YOU NEED TO DO MEETHE COMPLIANCE REREMENTS
In order to meet the compliance requirements, you must observe the following:

e Your network should be configured similarly to the diagram below.

&

Single Firewall Ports Open:

Computer - 443 infout 74
Installation - SMTP port out
(user defined) *"l'l‘l'.’l.lt

Network

Installation Internet

Firewall Ports Open:
- 443 infout

- SMTP port out
(user defined)

HOTE: On the LAN, client systems communicate with the Natwork
Server on port T412. If there are hardware firewalls on your LAN or
software firewalls like the “Windows XP Firewall” on your client
workstations, ensure port 7412 can communicate in both directions.

installation
Clients

e You will need to install and maintain a firewall. Please sed-wawall Guiddor more information on firewalls as well
as instructions on how to configure your firewall with RezOvation GT.

¢ You will need to install and maintaimiavirus software Most good software firewall applications also include antivirus
software, so you should check for this option when choosing a firewall software package.

7. SERVER COMPUTERSNEXIN'ED TO THE INTERN

|HOW TO SET UP REZODNON GT TO MEET TEEMPLIANCEERUIREMENTS

By defaultRezOvation GilisesSSlfor all transmissions made through the Internélo setup steps are required.

|WHAT YOU NEED TO DO MEET THE COMPLCANREQUIREMENTS

If you install the RezOvation GT application on &eseor other computer that is connected to the internet, you must observe
the following:

e Ensure that the server is not dhe DMZ
e Ensure that the server is behind a firewall.
e Follow the procedures fasecuring your network
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8. SOFTWARE UPDATES.

HOW TO SET UP REZONN GT TO MEET TEEMPLIANCE REQUIRBVWE
RezOvatiorGT includes an automatic update feature to regularly and quickly apply any necessary updates.

e Automatic updates are delivered securelsing SSL and automatically from our remote serndggarn more about
enabling automatic updates with RezOvation GT.

e Updates can be applied manually as neededarn more about manually installing updates.

WHAT YOU NEED TO DO MEET THE COMPLANREQUIREMENTS

You should enable automatic updates in RezOvation GT.

9. SECURE REMOTE ACAOESAPPLICATION.

HOW TO SET UP REZONN GT TO MEET TEEMPLIANCE REQUIREWE

RezOvation GT requires a VPN or similar encrypted secure tunneling software in order to access the application remotely. As
such, users of RezOvation GT will meet the regment for twofactor authentication if:

e The secure tunneling software requires a password for the user access to the network, and encrypts all data between
the remote and local networks;

e RezOvation GT is configured to require passwords to log in to thecafpn.

On occasion, you may need to provide data to RezOvation support in order to troubleshoot a problem that you are experiencing
with the software. Our policy regarding your data is as follows:

e We use the LogMeln Rescue remote troubleshooting agiptioc whenever it is necessary to connect to your computer,
which encrypts all traffic ove8SL It includes the following features:
o Customers must permit a technician to use each LogMeln Rescue function (Remote Control, DesktBieView,
Transfer, System Information, and Reboot & Reconnect)
o Customers can choose to terminate the session at any time
o Alltraces of the Customer Applet disappear from the remote PC when the session is finished
o Employs endo-end, 256bit SSL encryptiogthe same security levels used and trusted by major banking
institutions.
e Whenever possible, we will not gather data locally. Instead, we use remote troubleshooting applications that require
your express permission to access your computer, and which etscajigraffic ovelSSL
e We will never request magnetic stripe data, card validation codes, PINs, or PIN block numbers.
e Data is only gathered with your express permission, and only when required to resolve the specific problem.
e We wil never gather data that is not needed to solve the specific problem.
e Data is encrypted and stored in locations that have limited access.
e Data is deleted immediately after use.
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WHAT YOU NEED TO DO MEET THE COMPLENREQUIREMENTS

If you require remog¢ access to RezOvation GT, we recommend the following:

e Use a secure remote access application sudioasdielnor GoToMyPC
e If you need to set up network access from a remote lmratuse VPN or secure tunneling software suchlamachi

10. ENCRYPTION OF SENEHTTRAFFIC OVER PICBNETWORKS.

|HOW TO SET UP REZDNON GT TO MEET TEEMPLIANCE REQUIRENE

RezOvatin GT useS§Slfor all transmissions made through the Internet.

|WHAT YOU NEED TO DO MEET THE COMPLOANREQUIREMENTS

Install and maintain &rewall. If you have a wireless network, follow théreless network setup requirements

11. ENCRYPTION OF NOCRNSOLE ADMINISTRATACCESS.

HOW TO SET UP REZONN GT TO MEET TEEMPLIANCE REQUIREWE

There is no noitonsole admin accedsr RezOvation GT. In addition, Reation GT fully supports the use of VPN and SSL
connections for remote user access. In no case can a remote user access RezOvation GT without using a secure tunneling
connection such as VPN. In addition, all data transmitted over the Internet is eadryping SSL.

VWHAT YOU NEED TO DO MEET THE COMPLOANREQUIREMENTS

No action is required.
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REZOVATION GT SECODRFEATURESND POLICIES

Thefollowing covers thevarious security features available in RezOvation GT
PROTECTION AND STGRAF SENSITIVETA

RezOvatiorollows best practices with regards protecting and storing sensitive data:

e RezOvation GT does not store magnetic stdpts, card validation codeor values, PIN numbersor PIN block data
e Stored daa is protected usingncryption
e All data that is transmitted over the Internet is encrypted us8®j

PURGING OF SENSITDVH A

RezOvation GT allows users to delete credit card data on-dgfiieed schedule. Please follow thénstructions below to set the
credit card data delete parameters.

1. Open RezOvation GT and select the Configuration icon, or select View > Configuration from the menu.
2. Go to the Property Settings section, and select the link for Payments and Cancellason Fee
3. Go to the Credit card delete settings section, and choose the appropriate option.

Credit card delete zettings

The last 4 digitz and expiration date of a credit card are always stored, regardless of which zettings pou
chooze. Refunds and voidz do not require the full credit card number.

(#) Mever delete credit cards

() Delete credit cards after charge is processed [if using BBMS)

() Delete credit cards I:I davs after charge iz recorded
() Delete credit cards I:I days after reservation departure date

4. Whatever option you choose will determine hdoeth past and future credit card data handled. For example, if you
OK22aS (KS 2LIiA2y (2 BBEHSORHRNEHONERANBSOBRNRSREZRUEBSY I EJ &)
ago will have the associated credit cards deleted.

5. Note that in all cases, the last 4 digits and expiration date of the credit card are stored. In addition, the full caed numb
is never reuired for refunds or voids if you are using the QBMS system for processing credit cards.

6. Credit card numbers recorded during the online reservation process are deleted from the RezOvation servers
immediately after the data is transferred to your local qmter.

7. Credit card numbers are deleted from the automatic backups.
CRYTOGRAPHIC KEYS

Cryptographic keys (or encryption kegsg used to encrypt data in your database. Sensitive data, including credit card PANs, are
stored using a unique encryption kejrRezOvation uses the following methods for handling encryption keys:

e Encryption keys are stored encrypted in the database.

e Encryption keys are cycled at least once per year, and can be cycled manually as needed.

e Keys used by previous versions deteted.

e Please view the section on encryptifor more information about encryption in RezOvation GT, how encryption keys
are managed, etc.
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USER ACCESS

RezOvation GT includes a humber of features which allow you to managacgsss.

e You can assign unique user Bp&l passwordso each user in the systenPlease view ouuser account setup guider
information on creating and managing usercounts.

e RezOvation GT does not requirendows administrative acces#fsyouhave configured ito use network / remote
clients. Only the main (server) computer requires Windows administrative access, and typically this is only required
when installing the programPlease see our documentation eonfiguring RezOvation GT in a netwéwkmore
information about setting up network / remote clients

e RezOvation GT can be run from unique Windows user accounts, so that you can create unique user IDs in Windows.
This allows you to track the activibf each Windows user account using Wéndows audit procedures

e You should only provide administrative access to users who require it.

e You should disable or delete any unused user accounts.

AUDIT TRAILS

RezOvation GIbgs user and program activity to the Windows application & security logs. Audit trails and user access logging
can obtained byollowing theWindows audit procedures

WIRELESS NETWORKS

RezOvation GT is designed tma secure use over both wired and wireless networks.

¢ Inall cases, you should implement a secure wireless network using strong security such as WPA.

e All data sent from RezOvation GT over the Internet is encrypted using SSL.

e Remote access to RezOweet GT requires the use of VPN or other secure tunneling software.

e You should never use default settings or passwords for your wireless devices, as these settings are easily discovered
through the public domain. Always change the default settings andyuaids for your wireless network before you
begin using RezOvation GT in a wireless environment.

Pleaselick herefor resources relating to wireless security and network configuration.
SECURBELIVER OFSOFTWARBPDATES

RezOvatiorGT includes an automatic update feature to regularly and quickly apply any necessary updates.

e Automatic updates are delivered securelsing SSand automatically from our remote server_earn more about
enabling automatic updates with RezOvation GT.
e Updates can be applied manually as needegiarn more about manually installing updates.

REMOTE ACCESS TOLAGRTION

PADSS requiremeststate that applications should implement twactor authentication for remote access to a payment
application. RezOvation GT requires a VPN or similar encrgptaote tunneling software in order to access the application
remotely. As such, users of RezOvation GT will meet the requirement fdatiar authentication if;

e The secure tunneling software requires a password for the user access to the networlyaypte all data between
the remote and local networks;
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e RezOvation GT is configured to require passwords to log in to the application.
SECURE TRANSMISSGMNCARDHOLDER DAMER PUBLIC NETWORKS

RezOvation GT uses SSL for all transmissions (includingcaredprocessing) made over the Internet or other remote / public
networks.

ENCRYRDNOFCARDHOLDER DATA SENER ENMDSER MESSAGE TECHN&IES

Credit card data displayed in reports or emails is always masked (last 4 digits are displayed). fedirdradimbers are never
sent via email or printed in reports.

ENCRYRDN ORNONCONSOLE ADMINISTRATACCESS

RezOvation GT fully supports the use of VPN and SSL connections for remote uselmcaesase can i@emote user access
RezOvation GT witlut using a secure tunneling connection such as VPN. In addition, all data transmitted over the Internet is
encrypted using SSL.

DATA GATHERED ASESHLT OF TROUBLESHMG

On occasion, you may need to provide data to RezOvation support in order tddstwaot a problem that you are experiencing
with the software. Our policy regarding your data is as follows:

o Whenever possible, we will not gather data locally. Instead, we use remote troubleshooting applications that require
your express permission t@waess your computer, and which encrypts all traffic &8t

¢ We will never request magnetic stripe data, card validation codes, PINs, or PIN block numbers.

o Datais only gathered with your express permission, and only when requinexsolve the specific problem.

e We will never gather data that is not needed to solve the specific problem.

e Data is encrypted and stored in locations that have limited access.

o Datais deleted immediately after use.
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ENCRYPTION

COMPLIANCE WITH STHRDS

All sensitive data stored in the RezOvation GT database, inclBéiNg are encrypted using 128 bit Triple D&fgryption

When you first create your RezOvation GT database, a unique encryption key is automatically created. This key is then
automatically regenerated one per year, aogh be manually generated at any time

KEY STORAGE METHO
Encryption keys are always stored encrypted inRezOvation Gdatabase.
KEY ROTATION

Keys are automatically rotated once per year. You canmagsuwially rotate the keys

OLD KEYS
Old encryption keys are overwrittewhenever a new key is generated. As a result, old keys cannot be recovered.
REFRESHING KEYSAFADIS COMPROMISED

To manually refresh or rotate the encryptions keys, please follow these steps:

1. Open RezOvation GT and select the Configuration iconestsé&ew > Configuration from the menu.
2. Go to the Property Settings section, and select the link for Payments and Cancellation Fees.

3. D2 (2 GKS aSouArzy GAGEtSR Ga9yONBLIA2Y {1S& YlIyl3sSySyidaes

Encroption key management

Click here to manually change the encryption kep.

4. The encyption key will be changed.
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WINDOWS SECURITY

OVERVIEW OF WINDOWBECURITY

One of the important elements in maintaining a sexzaystem is to use the builh security features of Microsoft Windows.
These features include:

e Password policies
e Account lockout policies

e Idle time and screensaver lockout
e Audit trail

We also recommend following some best practices in terms of Windows security:

e Turn onWindowsautomatic updatesand make sure that your computer is always up to date with the latest security
patches and updates.

¢ Do not sharaNindows accounts between users. All users should have their own unique user accounts.

e You should communicate your security and password policies to any employees that have access to your systems or to
sensitive cardholder data.

e If you allow vendors or cdractors to access your systems remotely, you should provide with accounts that are only
available temporarily, or change your passwords on any existing accounts that you give them access to. Note: If you
contact RezOvation support for assistance, oypsrt team typically does not need account access to Windows, and
can only access your system with express permission from you, and only for the time period that you allow. In this case,
there is no need to change your passwords or provide temporary atcmecess.

¢ |nactiveWindowsuser accounts should be removed at least every 90 days.

e Whenever possible, do not allow public access to computers. If you do allow public access, you shoultfleset up
lockout policieson these computers.

e Turn off Windows Restore Point. This can cause remnants of memory to be permanently written to the hard drive,
which means that sensitive data such as credit card information may be stored permanently.

For more information about usg Windows in a secure fashion, please review the topics below.
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PASSWORBOLICIES

Windows provides the ability to configure password policies. To access this configuration, go to Start > Control Panel >
Administrative Tools, and opdrocal Security Paly. Expandiccount Policyfrom the tree menu on the left, and clicRassword
Policy.

& Local Security Settings

File  Action ‘Wiew Help

& ENE
@ Security Settings Palicy Securiby Setting
=& Account Policies @Enfurce password history 3 passwords remembered
(8 Password Palicy _ 2 Maximum password age 60 days
& P.u:u:u:ulu!ﬂt Lackout Palicy B vinimum password age 0 days
(8 Local Polices @Minimum password length & characters

(2 Public Key Policies . .
(-] Software Restriction Policies @Passwurd st meet complexity v, Disabled

g 1P Security Policies on Local 1 @Sture password using reversible e,,,  Disabled

The following settings are recommended by the PCI standard:

e Enforce password history: 4 passwords remembered

e Maximum password age: 90 days

e Minimum password age: 0 days

e Minimum password length: 7 characters

e Password must meet complexity requirements: Enabled
e  Store password using reversible encryption: Disabled

b20iS GKIFIG atl ad62NR Ydzad YSSiG Omivwidy Rdukeinénts faball \Aahdngs Yedsivirds:
e Not contain the user's account name or parts of the user's full name that exceed two consecutive characters
e Be at least six characters in length
e Contain characters from three of the following four categsrie
o English uppercase characters (A through 2)
o English lowercase characters (a through z)
o Base 10 digits (0 through 9)
o Nonalphabetic characters (for example, !, $, #, %)
e Complexity requirements are enforced when passwords are changed or created.
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ACCOUNTOCKOUTPOLICIES

Windows provides the ability to configure account lockout policies. To access this configuration, go to Start > Comtrol Pane
Administrative Tools, and opdrocal Security PolicyExpandAccount Policyirom the tree menu on the left, analick Account
Lockout Policy

& Local Security Settings @ |Z||E|E|

File  Ackion  ‘Wiew Help

& 2 £
@ Securiby Settings Palicy Securiby Setking
=8 Account Policies _ .C'.ccuunt lockout duration ot applicable

(8 Password Policy [B] &ccount lockout threshold D'invealid logon attempts

[C® Account Lockout Policy
(& Local Policies
(2 Public key Policies
[23) software Restriction Policies
g IP Security Policies on Local

Reset accaunt lockouk counker after Mok Applicable

|
I

The PCI standard suggests the following changes:

e Account Lockout Duration: 30 (minutes)
e Account Lockout Threshold: 6 invalid login attempts
e Reset account lockout counter after: 30 (minutes)
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SCREENSAVERD IDLE@CKOUT

Windows provides the ability to lock the computer after the computer bxeesn idle for a period of time andghen the
screensaver is active. To access this configuration-cigik on the Desktop and chooBeoperties or select Start €ontrol
Panel >Display Select théscreen Saveab. Select a screen saver option (e.g. Windows XP), set the wait time, and check the

LA =

02E FT2NJ ahy NB&dzYSzZ LI d462NR LINRP(GSOG¢ @ /[ fAO0] 'LLXe& 2N hy

Themes | Desktop | Screen Saver | Appearance | Settings

-0

Screen zaver
Windows =P L [ Settings ] [ Preview
Wait:| 10 % | minutes [¥] On resume, password protect
t onitar power
To adjust monitor power zettings and zave energy,
click Power.
0K ] [ Cancel ] [ Apply ]
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WINDOWSAUDITTRAL

Windows provides the ability to track user and application activity via the Event Viewer. To access this configuratiStago to
> Control Panel > Administrative Tools and opgant Viewer

To view user login activity and to track which accountsefrsigre accessing your system, sef@eturityfrom the tree view on
the left. To view application activity, including activity for RezOvation GT, #giptitationfrom the tree view on the left.

B Event Viewer

File  Action Wiew Help
& 23] B 2
Event Yiewer (Local)
QJ Application .
Serurity Type [rate Tirne Source Cateqgary Exvent L
System @Information gj24/2008 J2FEEPM guswe Nore ] I
Internet Explarer @) Irfarmation  9/24/2008 SUS05PM  MSSOL$SOLEXPRESS () 17696 N
Microsoft Cffice Diagnostics @Information Qfz4/2008 2:15:03PM MSSQLESQLEXPRESS (2) 17596 I
4| Microsoft Office Sessions @Information af24/2008 111503 PM MSSQLESCQLEXPRESS (2) 176896 M
l:anltormation 24/2003 1211503 PM M33GLESOLEXPRESS (2 17896 R
(EIrformation  9/z4/z008 11:15:03 ... MSSQLESOLERPRESS (2 17896
l:alnformation 24/2003 10:56:33 .., guswe Mone ] I
l:@Information 24/2003 10:54:33 .., guswe Mone ] I
(BInformation  9f24/2008 10:15:03 ... MSSOLESOLERPRESS (2 17896
lE}Information fz24/2008 MmE353AM  LoadPerf Mone 1000 I
l:i,)lnlzc-rn'uation Qf24/2008 5353 AM  LoadPerf Mone 1001 I
@Information Q242008 2:15:07 AM  LoadPerf Mone 1000 I
@Information Q242008 2:15:07 AM  LoadPerf Mone 1001 I
@) Irformation  9/24/2008 21505 A8M  MSSOLESOLEXPRESS () 17696 N
@Information Q242008 211:20AM  qupdatelc911cdc3z44... MNone 0 I
@Information Q242008 w1115 AM  Scedl Mone 1704 I
l;i}'lnanrn:Hnn ai?dtrnne Q1114 AR Swrnamkas Arkiltivoe hlmama 1d )l\ b
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WINDOWS XP RESTO RENT

Windows provides the abilitio create system restore pointdJnfortunately, this can cause remnants of memory to be
permanently written to the hard driveCredit card transactions will sometimes write items to the volatile memory of the system,
and the system will iturn write these items to the disk in the file(s) containing the restore point informatibimerefore, in

order for any Windows XP system where RezOvation application will be running to be compliant with PCI DSS 1.2 and PA DSS
1.2, it is mandatory that restore patis are disabled.

To access the System Rest@@ y T A 3 dzNJ-Gif AA2GNyeCamdiieEuid (seleciProperties. Then select the tab labeled
System RestoreYou will be presented with a display similar to this one:

System Properties E|E|
Genesal Camputer Mame Haidware Advanced
System Restone Automatic: Updates FAemobe

< Spstem Restore can track and ievesze hamful changes o your
computer

[#] Tum aft Syztem Fastare

Dizk. space uzage

Skatus
= [C) Tusned off

| ok || Ccawcal |

Select theTurn off SystenRestorecheck box and click thepply button. Ignore any warnings concerning lost restore points etc.
and selectresto set it properly. You will have to restart the systen®nce it has restarted, follow these instructions again to
ensure no restore pais are being used or are in existence.

REZOVATION GT-BPA8S IMPLEMENTATION GUNYENDOWS SECURI 33



RESOURCES

REZOVATION GT DOCUWMEATION

e RezOvation GT Instafion Guide(PDF)

e RezOvation GT Quick Start GUiB®F)

e RezOvation GT User Guide

e RezOvation GT user account setup guide

e RezOvation GT automatic backup information
e UpdatingRezOvation GT automatically

e Updating RezOvation GT manually

e Installing RezOvation GT on a network

WHERE TO FIND OUT REDABOUT PBSS AND POISS

e PCI DS$itps://www.pcisecuritystandards.org/security standards/pci_dss.shtml
e PADSShttps://www.pcisecuritystandards.org/security standards/pa_dss.shtml

WIRELESSECURITY

o Wikipediac Wireless Security
e Microsoftc Improve the security of your wireless home network with Windows XP

WINDOWS AUTOMATIC IFTES

e How to conigure and use Automatic Updates in Windows XP
e Windows Vistadelp: UnderstandiniiVindows automatiaipdating
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http://downloads.rezovation.com/RezOvation_GT_Installation_Guide.pdf
http://downloads.rezovation.com/RezOvation_GT_Quick_Start_Guide.pdf
http://www.rezovation.com/rezovationgt/manual/rezovation.htm
http://www.rezovationwiki.com/title=?User_Configuration_in_RezOvation_GT
http://www.rezovationwiki.com/index.php?title=Automatic_Backups_in_RezOvation_GT
http://www.rezovation.com/rezovationgt/auto_updates.html
http://www.rezovation.com/rezovationgt/update_instructions.html
http://www.rezovation.com/rezovationgt/network_installation.html
https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
https://www.pcisecuritystandards.org/security_standards/pa_dss.shtml
http://en.wikipedia.org/wiki/Wireless_security
http://www.microsoft.com/windowsxp/using/networking/security/wireless.mspx
http://support.microsoft.com/kb/306525
http://windowshelp.microsoft.com/Windows/en-US/help/84fee4a4-2000-4de5-98a9-1e897e87f5661033.mspx

TERMINOLOGY

PCI DSSAcronym for Pament Card Industry Data Security Standard, the subject of this guide. Retailers that use applications,
like Point of Sale, to process, store, or transmit payment card data to authorize or settle transactions are subjestaodhisl.

PA DSSAcronymfor Payment Application Data Security Standard; a Visa standard for validation of payment processing
applications, such as Property Management Software-DB&ompliant applications have builh card protection features, and
provide tools and informatio to help innkeepers comply with the PCI DSS.

PMS Property management software (also called guest management software). RezOvation GT is considered to be property
management software.

Cardholderdaty / I NRK2f RSNRA& yI YS3 OF piRionidatd iSaEmay 2 StérehbriiautifolizédcarlE | y F
transactions.

Sensitive data (also called card swipe dat&ard or account verification and PIN information stored in the magnetic stripe on a
payment card.

Encryption Process of encoding datasotdati A& dzyNBFRFofS G2 (K2asS ¢AldKz2dzi GKS L

PANY | ONRye&yY F2NJ t NAYFNEB | O02dzyi bdzYoSNX» {(i2N}3S 2F OdzAaG2Y!
DSS and RBSS standards apply to retailers and agpian vendors respectively.

SSt Secure sockets layer; a common encryption technology used to secure transmissions of data across public networks.

Complexpassword ! LJ 84 62NR A& (eLMAOlffeée OCampdnR&ddients O2 YLI SEE AT

DMZ In computer security, demilitarized zoneg(DM2), moreappropriately known as demarcation zoneor perimeter
network, is a physical or logicalibnetworkthat contains and exposes an organization's external services to a larger, untrusted
network, usually the InternetSeehttp://en.wikipedia.org/wiki/Demilitarized zone_(computinf)r more information.

VPN: A virtual private network (VPN) is a computer network which is used to securely tunnel a remote computer to provide
secure access to a network.  Se#p://en. wikipedia.org/wiki/Virtual _private _networkor more information.
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